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Abstract— Designing a sensor network congestion algorithm is waiting to be sent, hence resulting in increased contention
a challenging task due to the application specific nature of these greater retransmissions and decreased packet delivéog.rat

networks. The frequency Qf event sensing is a decid_ing factor in As a result, data loss due to congestion may ultimately trea
the occurence of congestion. Numerous sensors, smultaneousl;&he entire l,JsefuIness of the WSN

transmitting data, increase the probability of packet drops due to
congestion close to the base station(s). In this paper, we propos ) ) .
a novel distributed congestion avoidance algorithm which uses B. Multipath routing and fairness

the ratio of the number of downstream and upstream nodes Routing i tworks has f d ffici
along with available queue sizes of the downstream nodes to ~OULNG IN SENSOr NEIWOIKS Nas tocused on energy efliciency

detect incipient congestion. Monitoring queue sizes of candidate as a key design metric. The transport layer should work i syn
downstream nodes helps ensure effective load balancing andwith the routing protocol to enable maximum conservation of
fairness in our avoidance algorithm. Through simu_lation studies limited energy. Proposed routing |ayer schemes can beativid
we observe a greater packet delivery ratio and higher nework ;o many categories like attribute-based, hierarchiat,
lifetime in comparison with other prevalent mechanisms. . . . . ;
geographical and multipath routing methodologies. Maltip
. INTRODUCTION routing techniques ([4] and [5] are prominent examplesy$oc

Wirel works (WSN . Ion computing multiple paths from source to destination to
Ireless sensor networks ( S) are an emerging C.aesf‘?ectively route around failed nodes or invalid links. iagle

of networks with a wide variety of potential applications Mink fails, there is always a secondary route available to re
the fields of health, military and environmental monitotin !

to recover from packet los;ongestion avoidanceletects drop due to buffer overflow. In such a situation, if multiple

incipient congestion and prevents its occurrence. Th|$pa9?utes are available to the sender, it could make a routing

studies effects of congestion in WSNs and proposes a SIMBeision on the fly and route its packet through a different

congestion avoidance protocol. node. This method of functioning simultaneously results in
A. Motivation a self-regulating system of fairness and load balancindnén t
. o : _ ., _network. Packets are sent to nodes where the chances oftpacke
Understanding the motivation behind congestion av0|dan8 op due to buffer overflow is minimum and coupled with fair

! av fi
comes.from the role of the .structure. and apphcathns_ Leueing techniques leads to a higher degree of packee$airn
WSNs in general. For example in an environmental monitoring . <cnsor network

system, hundreds of sensors can be scattered over a flat area

(ther_eby forming dlat WSN) which support low-rate peripdic C. Our contribution

sensing. The proposed tiered networks [1] can possibly be

used in applications which require high transmission rates!n this paper, we propose a congestion avoidance algorithm
such as imaging [2]. Applications requiring high data-reae 0 pPrevent the network from entering the ‘congestion calép
easily cause congestion problem especially at intermgdigtate. Our contributions are as follows:

nodes located closer to the sink. Suitable congestion amoel « We propose the ternCharacteristic Ratio (CR)s the
schemes could help detect approaching congestion andareduc ratio of downstream and upstream nodes for a particular
sending rates before congestion collapse occurs. node and define its usage and characteristics.

Another important effect of network congestion is the « We propose a congestion avoidance scheme with multi-
increase of packet collision at the MAC layer due to sensors path routing for WSN's using the CR value and discuss
overhearing each other’s radio transmissions in densgly po  the importance of this value in determining definite
ulated areas. The goal of the chosen MAC protocol ([3]) is characteristics of a sensor node.
to ensure correct delivery of packets to one-hop neighbprs b « A detailed simulation study of the proposed CR scheme
using various techniques such as exponential backoff,dcoor is carried out in comparison with one without any
nated sleep-wake schedules and virtual carrier sensinth Wi congestion control. We compare packet delivery ratios,
close to full buffers at each sensor, there will always bfitra average and instantaneous queue sizes, average number



of transmissions and network lifetimes for these networks X
and analyze the effectiveness of the proposed scheme.

II. RELATED WORK

Sensor networks are designed to be deployed in different
infrastructures for various applications based on requérs.
[6] is one of the earliest works which study the effect of
congestion in a sensor network and determines probable tech
niques for congestion avoidance. The authors perform gimpl
experiments and increase the deployed sensor densitybthere d
increasing overall network load. They show that a proper .
deployment infrastructure is a natural form of congestion Base Base
avoidance and should always be kept in mind during network Station 1 Station 2
setup. They also specify that the congestion avoidancerezhe _ , _
should ultimatelyconvergeon a reporting rate which meets the'i'r?é (l:'R \glg!g g{ Zggﬁor:o'&c;dcejn"‘g? C‘;Tfj;g?gﬁ?:%g’a;m‘?:é
actual network requirements. for that node as observed from the above figure
Chen and Yang [7] proposes a simple scheme to throttle
source sending rates by refraining from forwarding a packet
if the receiver queue is full. This produces a cascade effect the specific number of nodes would be used to calculate
multiple forwarding nodes stop forwarding their local cegpi the CR value at each node. The neighbor list and CR
which serves as an implicit feedback mechanism to the source values would be ideally stored at the network layer of
node. Using multipath routing, a sensor will have a list of a node and be accessible to the transport layer protocol
neighbors to which it can forward packets as each node which would set its sending window in coordination with
advertisesl /k of its buffer size as available. We use a similar this number.
assumption of the presence of a multipath routing scheme in2) Queue length advertisements: Sensor nodes need to
our congestion avoidance protocol. regularly advertize their current queue sizes to enable
[8] introduces the concept of fairness in sensor networks neighbor nodes to update the queue sizes in their re-
and states that fairness is achieved when an equal number of spective neighbor tables.
packets are received at each node in the network. The author8) Congestion avoidance: Implemented by using CR values
present a simple solution for congestion control by caliuda at each node alongwith the candidate node queue lengths
the mean packet generation rate to enable fair rate assignme to forward packets to appropriate candidate nodes.
[9] presents an interference aware fair rate control tepii
which monitors queue lengths to detect incipient congasti
We use a similar queue monitoring technique in our proposedWe assume a set of sensors in a rectangular area having the
scheme by making a packet forwarding decision based on fodowing properties:
number of candidate downstream nodes alongwith theirotirre 1) The sensor nodes in the network are stationary with
queue sizes. Fusion [10] and CODA [11] are other congestion  myltiple base stations.
mitigation schemes proposed to recover from congestion in2) All nodes are structurally similar with equal transmis-
the network. sion and communication capabilities.
3) A collision-free environment is assumed with the pres-
ence of a perfect MAC. The goal is to study the working

0C. Network model

IIl. PROPOSEDCONGESTIONAVOIDANCE ALGORITHM

A. Problem formulation and assumptions of the proposed algorithm with relation to congestion
We consider a sensor network comprising of a number of — drops. Packet loss due to collisions are independant
sensors and mainly multiplsinks (also called base stations). design aspects and thus can be abstracted when studying

Sensors can communicate with each other if they are within ~ a congestion avoidance and/or control protocol.
communication range and their link quality is above a certai
threshold. We assume the presence of a standard MAC pkb-Algorithm description
tocol such as CSMA/CA, 802.11 or SMAC and a multipath 1) Characteristic Ratios at each nod&rom the neighbor
routing algorithm at the network layer. discovery protocol, each sensor node has a count of the total
number of upstream and downstream neighbors present. We
defineupstream nodeas nodes on a flow which are closer to
Queue monitoring provides a mechanism to check cofhe source whilelownstreannodes are those which are closer
gestion levels of nodes in the network thereby enabling thg the sink. An intermediate node will hence have a specific
implementation of congestion avoidance. Our avoidanceeogumber of candidate downstream and upstream nodes based
requires a set of steps to be followed at each node to gat@grits location. Source nodes and sinks are special nodes wit
the required information for the Congestion avoidancetgmiu no upstream and downstream nodes respectively.
The main steps in the proposed algorithm are: We defineCharacteristic Ratio (CR)R; as the ratio of the
1) Neighbor list creation: Each node is required to maintaimumber of downstream and upstream nodes for the considered
a list of upstreamand downstreanmodes. This count of node in the network an@, as the queue size of that particular

B. Congestion avoidance model



TABLE |

Algorithm 1 Congestion avoidance with single sink
TYPICAL RATIO VALUES FOR NODES IN CONSIDERED SCENARIO

1: Setup initial Neighbor list_;

Node ID | Number of | Number of | Characteristic 2: Current BufferB; is empty
downstream | upstream Ratio (CR) 3: while Packets are being transmitted in the netwdok

= QOdes TOdes . 4:  if Packet received and requires forwardihgn

b 2 5 1 5: Buffer packet

c 1 2 0.5 6 Check packet header for relevant queue information

d 2 1 2 7 UpdateL; with received info

X 3 0 Source .

Base 0 > Sink 8 CheckL; length (en;) and compare witli;,

station 1 9: if len; > I, then

10: Run Neighbor Table Management Algorithm
11: end if

node. Our example scenario is represented in the Fig 1 whi&h if Current buffer size equals Queue Thresh@lgh
is the same as the one considered in [7]. ‘X' denotes the then
sensing node and the arrows denote the various paths mossits Calculate Characteristic Ratif;
to any of the two sinks. Even in the presence of a singfk* if k; > 1 then
base station, there could always be multiple paths from tHé: Implement fair queueing and forward packets
source. We consider nodes ‘a’,'b’ and ‘c’ as the intermexliatlé: else if R; < 1 then
hops from source to sink. According to the definition oft7: Use chosen rate reduction technique to reduce
upstream and downstream nodes, we observe that node ‘a’ sending rate
has three downstream and one upstream node. As a restilt, else if R; = 1 then - .
ratio R, will be 3/1 which equals to 3. SimilarlyR, and R, 19 Check queue size in candidate downstream
becomes and1/2 respectively. In some special cases, sensor nodes fromZ;
nodes within the network may have zero upstream/downstre&84 Route traffic through these nodes as per fair
nodes, which essentially means that they are disconnected queueing
from the network. We assume the absence of such sensor noéfes en-d if
in our example scenario. Table | lists some of tRevalues 22 en.d if
for various nodes in the assumed network. 23 end if

The CR at a particular node presents useful informaticff: €nd while
of the network state at that position. Nodes can determiae th
probable measure of incoming traffic and decide on the output
link to route the traffic. This technique yields itself wedl t aspects of fairness and load balancing. Conventional @ange
achieving load balancing and fairness in WSN’s. tion avoidance/control mechanisms in WSNs aim to enable

2) Congestion avoidance with multiple patiEhe individ- the network to recover from congestion collapse or throttle
ual CR values at each node can be used to make forwardﬁﬂjlding rates to minimize the chances of congestion. Haweve
decisions. When a node has a packet to send out, it cheffi@se decisions are dependent largely on the bottleneok nod
its R; value before taking action. IR; is greater than one, it in the network. Downstream nodes to the bottleneck could be
means that the node has multiple downstream nodes and so'¥gferous and packets could have been routed through these
implement any Fair Queueing technique to forward packeWith & small decrease of sending windows in the upstream
For prioritized packets, priority queueing may be impleteen nodes qnd great_er buffer usage, without the actual need for
while Weighted Fair Queueing (WFQ) can also be appliedecreasing sending rates at the source.

The simplest technique would be to forward the packet to the |

candidate downstream node with the least queue occuparicy.N€ighbor Table management

If R;is less than one, it means there are more upstream nodeslanaging the size of the neighbor lists of the node is
than the downstream nodes, thereby requiring a rate reuuctan important aspect in the workings of our algorithm. Large
to prevent incipient congestion. As the node’s queue fillsitup lists would delay the searching or sorting of neighbor npdes
needs to inform its neighboring upstream nodes to sendrlesaile too small lists would not represent sufficient choices
number of packets. The chosen rate reduction scheme maydethe node to forward its packets. They may inadvertently
any of the proposed mechanisms such as the congestionnhiés more suitables node for packet forwarding. Network
[7], Fusion [10] or by using backpressure messages in [1tknsity  can be defined as the average number of nodes
If R; value is one, then the node could check queue sizgsr node footprint in the network [12]. The Neighbor Table
of the candidate downstream nodes and route packets thropggnagement Algorithm (NTMA) in our scheme usgsalue
them fairly while also avoiding congestion. Pseudocode fes keep track of the number of neighbors in a static sensor
the algorithm is presented in Algorithm 1 network.

3) Importance of Characteristic RatioThe CR value  We have implemented the piggybacking procedure to update
presents an approach towards making forwarding decisiaqseue sizes in the neighbor table. Once a packet reaches a
at the nodes, specially at times of incipient congestioris Tmode (Vi), queue details are obtained from the header and
value allows the node to take an informed choice of forwaydirthe corresponding records searched in the existing tabke. |
a packet to a downstream node keeping in mind both thecord exists, then it is updated while if not present anaextr




TABLE I

record is added and the neighbor record with the lowest queue
SIMULATION PARAMETERS

size is deleted.

Number of nodes 100
Algorithm 2 Neighbor Table Management Algorithm Total area 400x400
(NTM A) Transmission range | 20-40 (meters/sec)
_ _ Active sources 1-25
1: Receive packet from neighbor nodé, Traffic type Variable rate
2: Check packet header for queue details Packet generation rate 10 packets/sec
3: for all RecordsR; in headerdo Data packet size 30 bytes
.S h forR; in existing tableT; Buffer size 15 packets
4 : earc g 9 v Number of sinks 2
5. if R; found inT; then
6: Retrieve R; 08 ‘ ‘ ‘ ‘
7 Replace existing record with current record —+—Proposed Algorithm
0.96 o —o— Global Rate Control
8: else TR —— Lightweight Buffering
o: Check size of tabld; (S;) 0.4 —#~No Congestion Control
10: if S; =n then 2 o
11 Choose and delete record with least queue size for >
any neighbor nodev; 200
12: Insert R; into position emptied S a8l
13: else < oenl
14: Insert R; into available position s
15: end if 0841
16:  end if 082l
17: end for

O‘80 5 10 fs éo 25
Number of Active Sources

. Fig. 2. Number of active sources vs. packet delivery ratioteNibat for
F. Buffer advertisements most schemes there is a decrease in the delivery ratio witeasirg sources

. . . hereas the proposed algorithm remains more or less con3taistis due
Current node queue sizes are advertised to neighbor nogggcreased buffer memory usage.

to enable regular updates of the neighbor tables. The pig-
gybacking scheme for neighbor updates are advantageous as
the control packet overhead is minimized leading to reduced Simulation results

processing and frequent updates. . o
1) Packet delivery ratio: Figure 2 denotes the average

IV. SIMULATION STUDY packet delivery ratio with varying number of active soures
) ) ) ) the network. After an initial period of restlessness, wetba¢
A. Simulation environment and metrics with an increased number of active sources, the packetegliv

Extensive simulations are carried out to analyze the effe@tio for the proposed algorithm hardly varies. The other
tiveness of the proposed congestion avoidance mechan®m. algorithms on the other hand show a decrease in the packet
sensor nodes are randomly placed in a 400 x 400 area wdigglivery ratio with an increase in the number of active nddes
transmission ranges of sensor nodes chosen randomly in tie network. This graph presents an interesting charatiteri
range [20, 40]. The number of active sources are varied fronofl the proposed protocol. It is expected that an increase in
to 25 with each source generating on-off traffic at a maximuthe active sources in the network would result in a greater
sustainable rate of 10 packets per second. Each data packeuimber of packet drops. However, the CR scheme makes full
30 bytes long and buffer sizes at each node is set to 15 packege of the available queues in the network by monitoring
We assume the presence of two sinks, one based at the rigiueue sizes of neighboring downstream nodes before taking a
bottom edge of the simulation grid while the other is placed &rwarding decision. As a result, packets are transmittelgl o
the left bottom edge of the grid (similar to Figure 1). We alsth they can be accommodated by candidate downstream nodes
assume the presence of a multipath routing protocol whiemd not dropped due to congestion. The congestion avoidance
realizes multiple shortest paths from the source to sinkhEascheme cannot however guarantee the complete exclusion of
simulation point is obtained as an average of 10 simulatigr@cket drops due to congestion. Aside from packet loss due
runs with different random number seeds running for a time tf MAC layer collisions, congestion loss will occur if the
100 seconds, unless otherwise mentioned. Table Il sumesarinetwork is suddenly flooded with a deluge of packets from
the simulation parameters used in our experimental setup. the sources. Another reason for probable packet draaie

From our simulations, we study the effect of the proposétetwork information.

Characteristic Ratio scheme with the following simulation 2) Average queue occupanciue to node queue sizes be-
metrics: packet delivery ratio, average and instantangoese ing of paramount importance in the workings of our protocol,
sizes, average number of transmissions and mean netwadkmonitor both the instantaneous and the average quelse size
lifetime. We compare our proposed protocol to the Lightieig of the sensor nodes in the network. Figure 3 denotes the aver-
buffer management protocol, Global rate control protocwl a age queue sizes of all the nodes with varying number of active
a mechanism without any congestion control and avoidanceources. It is evident from the figure that the proposed sehem
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Fig. 3. Number of active sources vs. average queue sizes. fippged Fig. 5. Plot comparing the instantaneous queue sizes of beighof a

algorithm shows a consistently high queue occupancy demdtill use of Particular node during the entire simulation run for the selewith no
available buffer space. congestion control. For simplicity, we only vary source nads for one

quarter of the total number of nodes in the network.
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0 s Fig. 6. Instantaneous queue sizes of neighbors of a paticude during
Nodeid the entire simulation run for Global Rate Control. For simipliove only vary

Fig. 4. Plot comparing the instantaneous queue sizes of neighof a source node id's for one quarter of the total number of nodekeémetwork

particular node during the entire simulation run for the msgd CR scheme.

For simplicity, we only vary source node id’s for one quartértioe total

number of nodes in the network.

Time instant

3) Instantaneous neighbor queue occupanci€iggures 4
- 6 denote the instantaneous queue occupancies of those

makes greater use of the available queues in the network tti§les which are immediate neighbors of the active sources.
any of the standard protocols with a consistently high que¢e observe the variation in neighboring queue sizes with
occupancy. This result also explains Figure 2 in which tH#me since neighbor queues are central to the workings of
average delivery ratio remains more or less constant wigh tflost congestion avoidance protocols. In Figure 4 we see that
increase in number of active sources. While other schenf€§ most time instances, the neighbor queue occupancies are
show a gradual increase in the average queue occupam@ych higher in our protocol. This is due to the fact that
the proposed mechanism consistently uses the extra aeaildfost source nodes refrain from forwarding packets if the
resources to minimize the packet drops due to congestionngighbor queues are close to being full. Let us note the great
consistently high queue occupancy rate is actually ddsirafumber of abrupt rises and declines in Figure 5. This shows
for the network (provided there are fewer packet drops), Hat a scheme with no congestion avoidance and control will
it shows greater resource utilization and a higher degree ffurally populate neighbor queues much faster leavingroth
fairness. It avoids a common drawback of overloading specifiandidate queues empty. Also once congestion occurs and no
bottleneck queues while other neighboring nodes whichccol?ackets are forwarded to a particular route, the packetsen t
participate in the packet forwarding process are left withueue are serviced and the imminent queue size decreases.
largely unused queues. From the Figure 3, it can be obserJdigse drastic oscillations in queue sizes lead to greatdepa
that the lightweight buffering scheme also uses large prtsdrops and highly unfair resource allocation. In our progose
its available buffer space since it simply waits on a pack&R scheme (Figure 4), the queue sizes converge to a more
before transmission. However, our scheme has a betterlbvef@nstant size and hence represent a greater network resourc
memory usage since the packets are forwarded based onY{dization which leads to a higher degree of fairness in the
only the neighbor queue characteristics, but also the num&twork.

of downstream and upstream nodes. Load balancing in such &) Energy consumption and number of transmissions:
scenario is more effective. Energy efficiency is a major design goal when developing
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Energy is not only wasted in the unsuccessful transmisbian,
more battery power is needed for the retransmissions, which

gr o *_Global Rate Control || itself could be required several times. The CR scheme hence
é ooxxooo‘? leads to better energy efficiency and greater network tifeti
é“"’ B o o due to less .numbe'r of packet trgnsrnissions. o
Z ffé';x%mw A L Network lifetime is c_om_pared in Figure 8. It is evident from_
5 gt %W*WQWW%WW@@W the plot_ that network lifetime for the propo_sed CR scheme is
5 - omoooomoog%xomommmom%: s Lo much h|gh_er than any of the other mechams_ms._ We model the
o 2f O e ] decrease in the number of active nodes with time. It can be
§ e . ) clearly observed that the rate of nodes leaving the netwoek d

ok |

to power drain is significantly lower in the proposed scheme,
resulting in a higher network lifetime. We can see that the
network with no congestion control implemented simply runs
out of power within 110 seconds of the simulation while a
network running with the CR based congestion avoidande stil
has around 12 active nodes after 180 seconds of simulation
time. These gains will be further magnified in larger netvgork
running for greater intervals of time.

V. CONCLUSION

In this paper, we proposed a congestion avoidance algorithm
by introducing Characteristic Ratios (ratio of downstream
nodes to upstream nodes) concept in WSNs. The CR values
at each node is used to make number of decisions aimed at
reducing packet drops due to congestion and enable a higher
degree of fairness. Simulation results verify the effeni®ss
of the proposed scheme against the one without congestion
control or avoidance.
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